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Certified Information Security Manager (CISM)

Code: IT28 From: 2 -6 November 2025 City: Dubai (UAE) Fees: 4600 Pound

Introduction

The Certified Information Security Manager CISM is a globally recognized certification designed for information
security professionals who are responsible for managing, developing, and overseeing information security
programs within an organization. This certification is awarded by the Information Systems Audit and Control
Association ISACA.

The CISM certification validates the knowledge and skills required to design, implement, and manage effective
information security programs. It covers four domains: Information Security Governance, Risk Management,
Information Security Program Development and Management, and Information Security Incident Management.

Course Objectives

¢ Understand the importance of information security governance and the key components of an effective
information security governance framework.

¢ |dentify and assess information security risks, and develop and implement risk management strategies.

¢ Design and implement effective information security programs, including security controls, technologies,
and awareness training.

e Develop and implement an incident management plan, and respond to security incidents.

¢ Understand legal and regulatory requirements for reporting security incidents, forensic investigation
techniques, and business continuity and disaster recovery planning.

Course Outlines
Day 1: Introduction to Information Security Governance

¢ Understanding the importance of information security governance.

* Key components of an effective information security governance framework.

* Roles and responsibilities of key stakeholders in information security governance.
¢ Design, Implement, and Oversee.

Day 2: Information Risk Management

¢ |dentifying and assessing information security risks.

¢ Developing and implementing risk management strategies.
¢ Monitoring and reporting on information security risks.

e Time management techniques.

e Strategies and tips.

Day 3: Information Security Program Development and Management

¢ Designing and implementing information security programs. UK Traininig
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e Conducting security awareness training.
e Managing security resources.
* Review of key concepts and domains.

Day 4: Information Security Program Development and Management continued

* Implementing security controls and technologies.
e Conducting security audits and assessments.

e Managing third-party security risks.

e |IT security practices.

Day 5: Information Security Incident Management

¢ Developing and implementing an incident management plan.

¢ Responding to security incidents.

¢ Conducting post-incident reviews and analysis.

¢ Legal and regulatory requirements for reporting security incidents.
¢ Forensic investigation techniques.

e Business continuity and disaster recovery planning.
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Blackbird Training Cities

Europe

Stockholm (Sweden) Podgorica (Montenegro) Batumi (Georgia)
(Netherlands)

Disseldorf (Germany) Paris (France) Barcelona (Spain)

et

Vienna (Austria) Rome (ltaly) Brussels (Belgium) Madrid (Spain) Berlin (Germany)

Zurich (Switzerland) Manchester (UK) Milan (ltaly)
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Online Phoenix, Arizona (USA) Houston, Texas (USA)

S |

New York City (USA) Seattle, Washington (USA)  Washington DC (USA) In House

Jersey,New Jersey (USA) Toronto (Canada)

Africa

Baku (Azerbaijan) Maldives (Maldives) Doha (Qatar) Manila (Philippines) Bali (Indonesia)
(Thailand)

Dubai (UAE) Kuala Lumpur (Malaysia) Kuwait City (Kuwait) Pulau Ujong (Singapore) Jakarta (Indonesia) Amman (Jordan)

Beirut (Lebanon)
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Blackbird Training Cities

Asia

Accra (Ghana)

Nairobi (Kenya)
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Blackbird Training Categories

Management & Admin Technical Courses
Professional Skills Hospital Management
Finance, Accounting, Budgeting Public Sector

Media & Public Relations Special Workshops
Project Management Oil & Gas Engineering
Human Resources Telecom Engineering
Audit & Quality Assurance IT & IT Engineering
Marketing, Sales, Customer Service Health & Safety
Secretary & Admin Law and Contract Management
Supply Chain & Logistics Customs & Safety
Management & Leadership Aviation

Agile and Elevation C-Suite Training
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International House 185 Tower Bridge
Road London SE12UF United Kingdom
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