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Introduction

In today’s digital age, information security and cybersecurity are crucial in safeguarding organizations from
increasing cyber threats. This workshop offers participants a comprehensive understanding of how to protect an
organization from cyber-attacks, covering the essentials of information security techniques and controls designed to
mitigate these risks. You will explore current cyber threats across the internet and their impact on organizational
security. Additionally, you will review security terminology, compliance requirements, and gain hands-on experience
using tools to reduce vulnerabilities and enhance security.

Upon completion, participants will have a global perspective on the challenges of designing secure systems and
gain the necessary skills to help protect their organizations from cyber threats.

Workshop Objectives

By the end of this workshop, participants will be able to:

Understand cybersecurity threats and vulnerabilities within organizations.
Apply information security techniques and controls to protect organizations from cyber-attacks.
Learn the basics of Information Security Management Systems ISMS.
Explore data protection principles and methods to safeguard organizational data.
Analyze social engineering threats, methods, and techniques for mitigation.
Examine software vulnerabilities and security solutions to minimize the risk of exploitation.
Identify physical security controls and the integration between physical and IT security.

 

Workshop Outlines

Day 1: Cybersecurity Awareness

Understanding security principles: confidentiality, integrity, and availability.
Overview of security baselining and human-related security concerns.
Exploring various types of cyber threats and their potential impact.
Introduction to hacking, risk management, and data in motion vs. data at rest.
Network discovery: scanning, footprinting, and identifying vulnerabilities.

Day 2: Security Architecture

Exploring security architecture and its role in protecting networks.
Understanding network devices, network segmentation, and address translation.
Importance of network access control and its role in enhancing security.
Exploring cryptography, data permissions, and steganography.
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Day 3: Identity Management & Network Hardening

Introduction to identity management and authentication factors.
The role of password policies, password managers, and federated identities.
Techniques for network hardening, including limiting remote administrative access and device protection.
Best practices for traffic filtering and securing network devices.

Day 4: Software Security & Physical Security

Understanding software vulnerabilities and implementing security guidelines in software engineering.
Benefits of environmental monitoring and logging for detecting vulnerabilities.
Exploring physical security: defense in depth, types of physical security controls, and equipment tracking.
Reviewing policies to ensure human security and device protection.

Day 5: Incident Response & Cybersecurity Trends

Developing an effective incident response plan for cyber disasters.
Understanding business continuity and disaster recovery planning.
Insights into the current trends in cybersecurity, cybersecurity standards, and emerging threats.
The importance of cybersecurity training to stay ahead of potential threats and vulnerabilities.

Conclusion

This workshop provides a deep dive into information security management and cybersecurity principles, offering
participants a comprehensive toolkit to protect organizational data and IT systems. The information security
certification gained will equip you with the skills to handle cybersecurity challenges, implement effective information
security programs, and perform information security audits. By understanding the interrelation of physical and IT
security and staying updated on cybersecurity trends, participants will be able to build more resilient, secure
systems for their organizations.



Head Office:  +44 7480 775 526  
Email: Sales@blackbird-training.com
Website: www.blackbird-training.com

Blackbird Training Cities
Europe

Malaga (Spain) Sarajevo (Bosnia and Herzegovina)Cascais (Portugal) Glasgow (Scotland) Edinburgh (UK) Oslo (Norway)

Annecy (France) Bordeax (France) Copenhagen (Denmark) Birmingham (UK) Lyon (France) Moscow (Russia)

Stockholm (Sweden) Podgorica (Montenegro) Batumi (Georgia) London (UK) Istanbul (Turkey) Amsterdam
(Netherlands)

Düsseldorf (Germany) Paris (France) Barcelona (Spain) Munich (Germany) Geneva (Switzerland) Prague (Czech)

Vienna (Austria) Rome (Italy) Brussels (Belgium) Madrid (Spain) Berlin (Germany) Lisbon (Portugal)

Zurich (Switzerland) Manchester (UK) Milan (Italy)
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Blackbird Training Cities
USA & Canada

Los Angeles (USA) Orlando, Florida (USA) Online Phoenix, Arizona (USA) Houston, Texas (USA) Boston, MA (USA)

Washington (USA) Miami, Florida (USA) New York City (USA) Seattle, Washington (USA) Washington DC (USA) In House

Jersey,New Jersey (USA) Toronto (Canada)

Africa

Baku (Azerbaijan) Maldives (Maldives) Doha (Qatar) Manila (Philippines) Bali (Indonesia) Bangkok
(Thailand)

Beijing (China) Singapore (Singapore) Sydney (Australia) Tokyo (Japan) Jeddah(KSA) Riyadh(KSA)

Dubai (UAE) Kuala Lumpur (Malaysia) Kuwait City (Kuwait) Pulau Ujong (Singapore) Jakarta (Indonesia) Amman (Jordan)

Beirut (Lebanon)
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Blackbird Training Cities
Asia

Kigali (Rwanda) Cape Town (South Africa) Accra (Ghana) Lagos (Nigeria) Marrakesh (Morocco) Nairobi (Kenya)

Zanzibar (Tanzania) Tangier (Morocco) Cairo (Egypt) Sharm El-Sheikh (Egypt) Casablanca (Morocco) Tunis (Tunisia)
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Blackbird Training Categories
Management & Admin
Professional Skills
Finance, Accounting, Budgeting
Media & Public Relations
Project Management
Human Resources
Audit & Quality Assurance
Marketing, Sales, Customer Service
Secretary & Admin
Supply Chain & Logistics
Management & Leadership
Agile and Elevation

Technical Courses
Hospital Management
Public Sector
Special Workshops
Oil & Gas Engineering
Telecom Engineering
IT & IT Engineering
Health & Safety
Law and Contract Management
Customs & Safety
Aviation
C-Suite Training
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