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Introduction

In todayls world, safeguarding assets and facilities from physical threats is more critical than ever. Our course on
Physical Security Systems provides comprehensive training on designing, implementing, and managing robust
security measures. Participants will gain expertise in surveillance technologies, access control, alarm systems, and
the integration of various security components. This course equips professionals with the skills needed to protect
assets effectively, ensure safety, and respond to security breaches. Whether youlre new to the field or looking to
enhance your knowledge, this course is essential for mastering the fundamentals of physical security.

Course Objectives

e Demonstrate a strong knowledge of physical security planning.

¢ Develop a strong knowledge of access and egress control principles required to manage and perform
physical security.

e Conduct risk, vulnerability, and exposure assessments.

* Demonstrate knowledge of internal versus external security procedures.

Apply knowledge of Information Technology for access control.

Course Outlines
DAY 1: Principles of Physical Security Planning

e Modern security environment.

¢ Proactive and reactive security.

¢ Operational requirements for physical security.
e Fundamentals of security planning.

¢ Importance of security strategy in management.
¢ Principles of security.

DAY 2: Threats to Security

e Security threat terminology.

¢ Importance of asset protection.

¢ Threat typology.

¢ Onion principle and defense in depth.
* Exposure to environmental threats.

¢ Differences between risk and threats.

DAY 3: Access and Egress Control
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e Introduction to fundamentals of access and egress control.
¢ Methods of access and egress control.

e Access and egress control duties.

e Types of access control.

* Practical session on conducting access and egress control.
e Access and egress control planning session.

DAY 4: Technology, Systems, and Security Equipment

e Introduction to fundamentals of technology systems and security equipment.
e Types of access control systems.

e Operational controls & indicators for maintenance and response.

¢ Types of physical security equipment.

e Practical session on the application of physical security equipment.

DAY 5: Introduction to Information Technology and Risk Management

e Different risk assessment methodologies.

¢ Risk assessment process.

¢ Risk exposure and vulnerabilities in access control technologies.
e Introduction to Information Technology.

¢ Information Technology and physical security.
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Blackbird Training Cities

Europe

Stockholm (Sweden) Podgorica (Montenegro) Batumi (Georgia)
(Netherlands)

Disseldorf (Germany) Paris (France) Barcelona (Spain)

et

Vienna (Austria) Rome (ltaly) Brussels (Belgium) Madrid (Spain) Berlin (Germany)

Zurich (Switzerland) Manchester (UK) Milan (ltaly)
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Online Phoenix, Arizona (USA) Houston, Texas (USA)

S |

New York City (USA) Seattle, Washington (USA)  Washington DC (USA) In House

Jersey,New Jersey (USA) Toronto (Canada)

Africa

Baku (Azerbaijan) Maldives (Maldives) Doha (Qatar) Manila (Philippines) Bali (Indonesia)
(Thailand)

Dubai (UAE) Kuala Lumpur (Malaysia) Kuwait City (Kuwait) Pulau Ujong (Singapore) Jakarta (Indonesia) Amman (Jordan)

Beirut (Lebanon)
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Blackbird Training Cities

Asia

Accra (Ghana)

Nairobi (Kenya)

Zanzibar (Tanzania) Tangier (Morocco) Cairo (Egypt) Sharm EI-Sheikh (Egypt) Casablanca (Morocco) Tunis (Tunisia)
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Blackbird Training Categories

Management & Admin Technical Courses
Professional Skills Hospital Management
Finance, Accounting, Budgeting Public Sector

Media & Public Relations Special Workshops
Project Management Oil & Gas Engineering
Human Resources Telecom Engineering
Audit & Quality Assurance IT & IT Engineering
Marketing, Sales, Customer Service Health & Safety
Secretary & Admin Law and Contract Management
Supply Chain & Logistics Customs & Safety
Management & Leadership Aviation

Agile and Elevation C-Suite Training
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International House 185 Tower Bridge
Road London SE12UF United Kingdom
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