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Introduction

The need to manage risks is increasingly recognized as essential to effective corporate governance and to
maintain an effective system of internal control. Internal audit plays a key role in providing assurance that risks to
the organization are properly managed. Risk-based auditing links internal audit to an organizationls overall risk
management framework.

This course provides participants with the knowledge to develop an audit universe and risk-based internal audit
plan. This course also addresses emerging and advanced risk management topics such as governance risk,
strategic risk, fraud risk, information technology risk, and auditing the risk management process.

This course is designed for senior internal audit practitioners and audit managers who want to build on their
knowledge and increase their value to the organization by developing effective risk-based audit plans that address
emerging risks.

Course Objectives of Advanced Audit - Risk Management

Identify corporate governance principles.

Explain the relationship between governance principles and COSO frameworks.

Explain the relationship between governance, risk and control.

Identify strategy risk audits.

Identify the strategy process audits.

Identify types of fraud.

Examine an anti-fraud program and the role of risk assessment.

Identify IT risk assessment frameworks.

Discuss cybersecurity, information security, and information technology IT governance risks.
Assess enterprise risk management process risks.

Apply enterprise risk management maturity and comprehensive assessment approaches.
Develop an auditable universe risk assessment.

Apply risk identification, measurement, and prioritization techniques.

Advanced Audit - Risk Management Course Outlines
Day 1
Risk Management Principles and Concepts

¢ Risk definitions

UK Traininig

PARTNE

Head Office: +44 7480 775526 | 0 7401 177 335
Email: training@blackbird-training.com
Website: www.blackbird-training.com


https://blackbird-training.com/course-Advanced-Audit-Risk-Management.htm

SLACKIIRD

FOR TRAINING

¢ Risk management definitions
* Major control and risk frameworks
¢ Risk management assessment criteria

Corporate Governance Risk

¢ Overview, definition, and standards

¢ Relationship between governance, risk and control
e Governance breakdowns

e Corporate governance principles

e Governance principles and COSO frameworks

¢ Audit activities and approach

Day 2
Strategic Risk

e Strategy overview

¢ Definition of strategic risk

¢ Internal auditls consideration of strategic risk
e Strategy related audit

e Strategy risk audits

e Strategy process audits

Fraud Risk Assessment

¢ Definition and principles
e Standards and guidelines
¢ Anti-fraud program

¢ Role of internal audit

e Internal audit approach

e Types of fraud

The fraud triangle

Day 3
Information Technology Risk
e The IT risk landscape
e IT risk assessment frameworks
e Internal audit considerations
e Internal audit focus / Cybersecurity / Information security / Governance
Day 4
Auditing the ERM Process
¢ Enterprise risk management audits: Internal audit considerations

¢ Assessing enterprise risk management
e Maturity assessment approach
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e Comprehensive assessment approach
Day 5
Developing the Risk-based Audit Plan
e Auditable universe: General attributes
e Audit universe risk assessment: Examples
e Assessment criteria: Sophistication factors

¢ Risk identification : Risk measurement
¢ Risk prioritization
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Blackbird Training Cities

Europe

Zurich (Switzerland ) Stockholm (Sweden)

Oslo (Norway) Edinburgh (UK)

Amsterdam (Netherlands) Disseldorf (Germany) Paris (France) Barcelona (Spain)
(Switzerland)

Prague (Czech) Vienna (Austria)

Brussels (Belgium) Madrid (Spain) Berlin (Germany)

Lisbon (Portugal) Manchester (UK) Milan (ltaly)

USA & Canada

N\_\“
mmmm

Los Angeles (USA) Florida (USA) Online Boston (USA) Washington (USA) Miami(USA)

New York (USA) Toronto (Canada)
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Blackbird Training Cities

Asia

Baku (Azerbaijan) Beijing (China)

Moscow (Russia ) Singapore (Singapore ) Sydney (Australia) Tokyo (Japan) Dubai (UAE) Kuala Lumpur
(Malaysia)

Jakarta (Indonesia)

Africa

Lagos (Nigeria) Marrakesh (Marocco) Nairobi (Kenya)

Cairo (Egypt) Sharm EI-Sheikh (Egypt) Casablanca (Morocco) Tunis (Tunisia)
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Blackbird Training Categories

Management & Admin
Professional Skills

Finance, Accounting, Budgeting
Media & Public Relations

Project Management

Human Resources

Audit & Quality Assurance
Marketing, Sales, Customer Service

Agile and Refinement

Technical Courses
Hospital Management
Public Sector
Special Workshops
Oil & Gas Engineering
Telecom Engineering
IT & IT Engineering
Health & Safety
Law and Contract Management
Customs & Safety
Aviation
C-Suite Training

Secretary & Admin

/\CKB RD

Management & Leadership
T R A

International House 185 Tower Bridge
Road London SE12UF United Kingdom

training@blackbird-training.com
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