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Introduction

5G has the potential to make the world much more connected. Devices in locations without access to traditional
broadband networks can be deployed using 5G network connectivity. Higher speeds, lower latency, and increased
capacity also make it a potential option for devices where 4G LTE was not a viable option. However, with this
growth in systems connected to 5G networks also comes potential security implications. Businesses deploying 5G-
connected devices need security solutions capable of monitoring and securing them against cyber threats.

5G Network Security Training course presents old and new threats, security aspects, requirements, and
recommendations from various organizations, and then the new, improved functions and procedures designed to
improve the security of the future 5G networks for communication with regular users and a growing number of loT
devices.

Course Objectives of The 5G Network Security

Describe typical mobile access authentication methods
Describe the 5G enablers

Understand the Novel technologies for 5G security

Describe the WBPLSec system model

Describe LiFi technology

Describe Software Defined Monitoring architecture
Understand loT security requirements

Understand security issues surrounding positioning technologies
Understand customer edge security issues

Understand the security issues within the MVNO environments
e Understand security surrounding Mobile Cloud

The 5G Network Security Course Outlines

Day 1
Introduction to 5G Networks and Systems

5G 101

5G Communications Overview
Channels and Carriers
Channelization

5G Access Techniques

UK Traininig

Head Office: +44 7480 775526 | 0 7401 177 335
Email: training@blackbird-training.com
Website: www.blackbird-training.com


https://blackbird-training.com/course-The-5G-Network-Security.htm

=33 BLACKSIRD

FOR TRAINING

5G Services

Broadcasting, Mobile and Fixed 5G Service

5G communications systems engineering principals
Service and Performance Requirements

5G New Radio NR

5G NR FDD/TDD CA

Non-Standalone NSA

Standalone SA

Evolution of cellular systems

Day 2
Cellular Ssystem Generations

Second-generation cellular systems

Third generation cellular systems

Fourth generation cellular systems

5G Mobile networks

5G requirements

5G enabling technologies

5G standardisation activities

Mobile networks security landscape

Mobile security lifecycle functions

Design principles for 5G security

Overview of security recommendations and challenges
Novel technologies for 5G security

Security in SDN-based mobile networks

Cyber security business models in 5G

The context of cyber security businesses

The business model approach

The business case of cyber security in the 5G era
Business model options in 5G security

5G Network Security

¢ Physical layer security

e WBPLSec system model

Outage probability of secrecy capacity of a jamming receiver
WBPLSec applied to 5G

5G-WLAN security

Introduction to WiFi-5G network interoperability

Overview of network architecture for WiFi-5G network interoperability
5G-WiFi security challenges

Security consideration for architectural design of WiFi-5G networks
LiFi networks

Day 3
Introduction to LiFi-5G network interoperability

e 5G-LiFi security challenges _
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* Security consideration for architectural design of LiFi-5G networks
Safety of 5G network physical infrastructures

Historical development

Structural design philosophy

Survey of problems

Opportunities and recommendations

Customer Edge Switching

State-of-the-Art in Mobile Networks Security

CES Security Framework

Evaluation of CES Security

Deployment in 5G Networks

* Software Defined Security Monitoring in 5G Networks
e Existing Monitoring Techniques

e Limitations of Current Monitoring Techniques

¢ Use of Monitoring in 5G

¢ Software Defined Monitoring Architecture

e Expected Advantages of Software Defined Monitoring
¢ Expected Challenges in Software Defined Monitoring
Day 4

5G Device and User Security

e |oT Security

Literature Overview and Research Motivations
Distributed Security Platform

Mobile Cloud Robot Security Scenarios

User Privacy, identity & Trust in 5G
Background

User Privacy

Identity Management

Trust Models

* 5G Positioning

e Qutdoor versus Indoor Positioning Technologies

Passive versus Active Positioning

Overview of 5G Positioning Mechanisms

Main Privacy Concerns

Passive versus Active Positioning Concepts

Physical Layer-based Security Enhancement Mechanisms for Positioning
Enhancing Trustworthiness

Cryptographic Techniques for Security and Privacy in 5G

Landscape of the European and International Projects related to Secure Positioning

Day 5
5G Cloud and Virtual Network Security

¢ Mobile Virtual Network Operators MVNO Security
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¢ Cloudification of the Network Operators
MVNO Security

TaaS Deployment Security

Future Directions

NFV and NFV-based Security Services
5G, NFV and Security

A Brief introduction to NFV

NFV, SDN and a Telco Cloud

Common NFV Drivers

NFV Security: Challenges and Opportunities
NFV-based Security Services

Cloud and MEC Security

Cloud Computing in 5G Networks

MEC in 5G Networks

Security Challenges in 5G Cloud

Security Challenges in 5G MEC

Security Architecture for 5G Cloud and MEC

5G MEC, Cloud Security Research and Standardisation

Regulatory Impact on 5G Security and Privacy

Regulatory Objectives for Security and Privacy

Legal Framework for Security and Privacy

Security and Privacy Issues in New 5G Technologies

Relevance Assessment of Security and Privacy Issues for Regulation
Analysis of Potential Regulatory Approaches

Summary of Issues and Impact of New Technologies on Security and Privacy Regulations
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Blackbird Training Cities

Europe & USA

Zurich (Switzerland )

Oslo (Norway)

Amsterdam (Netherlands)
(Switzerland)

Dusseldorf (Germany)

Vienna (Austria)

Manchester (UK)

ONLINE

Florida (USA)

Los Angeles (USA)

Online

New York (USA)

Toronto (Canada)
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Blackbird Training Cities

Asia

Maldives (Maldives)

Beijing (China)

Jakarta (Indonesia) Moscow (Russia ) Singapore (Singapore ) Sydney (Australia) Tokyo (Japan) Kuala Lumpur
(Malaysia)

Afrika

Cape Town (South Africa) Accra (Ghana) Lagos (Nigeria) Marrakesh (Marocco) Nairobi (Kenya)

Dubai (UAE) Cairo (Egypt) Sharm EI-Sheikh (Egypt) Casablanca (Morocco) Tunis (Tunisia)
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Blackbird Training Categories

Management & Admin Technical Courses
Professional Skills Hospital Management
Finance, Accounting, Budgeting Public Sector

Media & Public Relations Special Workshops
Project Management Oil & Gas Engineering
Human Resources Telecom Engineering
Audit & Quality Assurance IT & IT Engineering
Marketing, Sales, Customer Service Health & Safety
Secretary & Admin Law and Contract Management
Supply Chain & Logistics Customs & Safety
Management & Leadership Aviation

Agile and Refinement C-Suite Training
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